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Answer Question No.1 which is compulsory and any five from the rest. 
The figures in the right hand margin indicate marks. 

  
Q1  Answer the following questions : (2 x 10) 
 a) What ischosen plain text attack? How it is different from known plain text 

attack. 
 

 b) Differentiate between authenticity and integrity?  
 c) Define stream cipher with example.  
 d) What is one way trapdoor function? Give one example.  
 e) What are the symmetric and asymmetric encryptions?  
 f) List four key steps in the creation of a digital signature.  
 g) How Rabin cryptosystem is different than RSA cryptosystem?  
 h) Explain time stamping protocol.  
 i) Find the multiplicative Inverse of 60 in Z101 using Fermats Little Theorem.  
 j) What is key size in AES?  
    
Q2 a) Discuss various cryptographic attacks. (5) 
 b) Describe ceaser cipher and monoaphabetic cipher with suitable examples. (5) 
    
Q3 a) What is a transposition cipher? Discuss various transposition ciphers.  (5) 
 b) Describe ceaser cipher and monoaphabetic cipher suitable examples. (5) 
    
Q4 a) Explain the key generation, encryption, decryption of DES algorithm in detail. (5) 
 b) Use affine cipher to decrypt the message “BPUT” with the key pair (7, 2) in 

modulus 26. 
(5) 

    
Q5 a) 

 
b) 

Using Rabin cryptosystem with p=47 and q= 11: (i) Encrypt P=17 to find the 
cipher text. (ii) Use chineese remainder theorem to find four possible 
solutions. 
In Elgamal, what happens if C1 and C2 are swapped during transition?  

(5) 
 
(5) 

    
Q6 a) Briefly discuss the effect and causes of viruses. (5) 
 b) Explain the process of Diffie-Hellman Key Agreement with one example. (5) 
    
Q7 a) Differenciate between digital signature and traditional signature? Explain 

ElGamal digital signature standard briefly. 
(5) 

 b) Explain the possible types of attacks to Random Oracle Model. (5) 
    
Q8  Write short answer on any TWO : (5 x 2) 
 a) Public Key Standards  
 b) E-mail Security  
 c) 

d) 
International Data Encryption Algorithm 
Discrete Logarithmic Problem 
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