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Answer Question No.1 which is compulsory and any five from the rest. 
The figures in the right hand margin indicate marks. 

  
Q1  Answer the following questions: (2 x 10) 

 a) What is an avalanche effect?   
 b) What do you mean by one-way property in hash function?  
 c) Determine the gcd(400,60) using extended Euclidian algorithm.  
 d) What do you mean by SET? What are the features of SET?  
 e) Perform encryption and decryption using RSA algorithm  for the following: 

P=7; q=11; e=17; M=8. 
 

 f) What is the role of a key distribution center?  
 g) What is traffic padding?  What is its purpose?  
 h) Mention four SSL protocols.  
 i) Distinguish between MDC and a MAC.  
 j) Why E-mail compatibility function in PGP needed?  
    

Q2 a) Why cryptographic hash functions are used? Explain the MD5 hash algorithm 
in brief with providing the limitations. 

(5) 

 b) Using the ElGamal scheme, let p=881 and d=700. Find values for e1 and e2. 
Choose r=17. Find the value of S1and S2 if M=400. 

(5) 

    
Q3 a) What is a Kerberos? What requirements were defined by Kerberos? Explain 

how it works. 
(5) 

 b) Mention the strengths and weakness of DES algorithm. (5) 
    

Q4 a) Explain how a key is shared between two parties using Diffie-Hellman by 
exchange algorithm. What is the drawback of this algorithm? 

(5) 

 b) Encrypt "The key is hidden under the door" using playfair cipher with keyword 
"domestic". 

(5) 

    
Q5 a) Describe about RC4 algorithm.  (5) 

 b)  Explain the Miller-Rabin Algorithm. (5) 
    

Q6 a) In RSA, given n=12091 and e=13. Encrypt the message “ THIS IS TOUGH” 
using the 00 to 26 encoding scheme. Decrypt the cipher text to find the 
original message. 

(5) 

 b) Explain the idea behind ECC. (5) 
     

Q7  Draw the general structure of AES algorithm. Explain how encryption and 
decryption are carried out using AES. What is the strength of this algorithm? 

(10) 

    
Q8  Write short answer on any TWO: (5 x 2) 

 a) Chinese Remainder theorem  
 b) Intrusion Detection System  
 c) Steganography  
 d) Feistel cipher structure  
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